
ABSTRACT

The ever-evolving digital landscape and the emergence of new technologies lead to constant developments in intelligence capabilities. This project delves into the potential benefits of 

combining two complementary intelligence disciplines: Open-Source Intelligence (OSINT) and Geospatial Intelligence (GEOINT). The study focused on developing the IronSky Photo 

GPS Locator Tool, which enables users to upload images, identify their geospatial locations based on metadata, and visualize them on a global map. Built using Python, the tool 

incorporates user authentication as a security measure. Following a standardized OSINT workflow, images from open sources can be analyzed by leveraging GEOINT techniques to 

process metadata and present information on an interactive map visualization. The project outcomes demonstrate the successful implementation and validation of the IronSky tool, which 

accurately locates and displays images on a world map. Additionally, it emphasizes the significance of integrating diverse intelligence disciplines and technological capabilities to enhance 

intelligence gathering and analysis, which has the potential to inform operational decision-making and address security challenges faced by government entities.
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CONCLUSIONS & RECOMMENDATIONS

• Through technological tools like IronSky

Photo GPS Locator, critical insights can be 

obtained and utilized by the intelligence 

community for operational needs. 

• This project underscores the significance of 

leveraging diverse intelligence disciplines 

and technologies to enhance intelligence 

gathering.

• In particular, the dynamic nature of conflict 

necessitates continuous adaptation and 

refinement of methodologies and tools.

• Future endeavors should explore 

advancements in machine learning and 

data fusion techniques to further augment 

intelligence capabilities.

INTRODUCTION

• Current intelligence methods like Open-

Source Intelligence (OSINT) and Geospatial 

Intelligence (GEOINT) allow the intelligence 

community to gather valuable information, 

leverage advanced techniques, inform 

decision-making, enhance situational 

awareness, and address a wide range of 

security and strategic challenges.

• OSINT is a method to collect, process and 

correlate data from open sources such as 

the mass media, social networks, and public 

government data (Hwang & et al, 2022).

• GEOINT is a method to exploit, analyze, 

describe, assess, and visualize imagery and 

geospatial information from sources such as 

satellites, airborne platforms, and sensors 

(National Geospatial-Intelligence Agency, 

2018).

• Though typically used independently, 

integrating OSINT and GEOINT enhances 

analysis depth and accuracy, providing a 

holistic view of intelligence.

• The objective of this project was to 

investigate the potential integration of these 

methods, aiming to provide enhanced 

context for pattern identification, enable 

geospatial visualization of information, and 

facilitate cross-validation through data 

corroborated from multiple sources.

• This was achieved through the development 

of the IronSky Photo GPS Locator Tool, 

which enables users to upload photos, 

identify their locations based on metadata, 

and visualize them on a world map.

APPROACH

The general intelligence cycle model defines 

four key elements in the process of gathering 

intelligence: 1) issuing tasks (orders), 2) data 

collection, 3) intelligence production 

(analytics), and 4) delivering intelligence to 

users (Andric & Terzic, 2023).

IronSky focuses first on the third element—

intelligence production—by analyzing images 

that may be collected from open sources, 

following a standardized OSINT workflow of 

(Hwang & et al., 2022; Fig. 1).

Figure 1: Typical OSINT Workflow

IronSky then focuses on the fourth element—

delivering intelligence to users in the form of a 

global map displaying image locations, 

achieved through GEOINT analysis and 

visualization.

Development: IronSky was created using 

Python.

Debugging: Involved identifying and resolving 

errors in the tool to ensure its functionality and 

reliability for end users, such as metadata 

parsing testing, map visualization testing, and 

performance testing.

OUTCOMES

The outcomes of the debugging confirm that 

the IronSky Photo GPS Locator Tool functions 

properly and effectively locates photos as well 

as presents them on a global map (Fig. 2-4).

Figure 2: Screenshot of the IronSky GPS Locator Tool

Figure 3: Picture of the invaded village of Kfar Aza, taken by an IDF soldier.

Figure 4: Screenshot of the IronSky tool, displaying locations of the photo in 

Fig. 3 as well as additional images.
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